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Todayôs discussioné.   

Provide a context ï

Operational & threat environment

Trust Framework ïPublic & Private Efforts 

State & Federal Coordination

Quick Overview
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Drivers..
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Requirements Framework é.   
Secure and reliable forms of identification 

Å Issued based on sound criteria for verifying an individual identity

ÅStrongly resistant to identity fraud, tampering, counterfeiting, and 
exploitation

ÅCan be rapidly authenticated electronically for physical and logical 
access

ÅIs issued only by providers whose reliability has been established 
by an official accreditation process. 

ÅGraduated criteria, from least secure to most secure, to ensure 
flexibility in selecting the appropriate level of security for each 
application. 

ÅSupports physical and logical access

ÅOpen Standards, supports shared services

ÅSupports federation, trust, and reuse ïissue once, reuse many

ÅFunctional in day-to-day and emergency operations
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Policy Framework

NASCIO Guidance & Roadmap

http://www.nascio.org/publications/documents/SICAM.pdf

Call to Action

http://www.nascio.org/publications/documents/NASCIO-Call-to-Action-The-Necessity-for-Maturing-
Identity-and-Access-Management-in-State-Government.pdf

http://www.nascio.org/publications/documents/SICAM.pdf
http://www.nascio.org/publications/documents/NASCIO-Call-to-Action-The-Necessity-for-Maturing-Identity-and-Access-Management-in-State-Government.pdf
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Cut to the chase 

One size does not fit all

Why:
ÁAssurance ïRisk / Certainty Needs Dictate the Need

ÁG2G, G2B, G2C, B2B, B2C, C2C

ÁDiversity of form factors, media use cases, & preferences

ÁDifferent community needs & trust frameworks

- Access to Federal Data and Systems?

- Access to Healthcare Records and Systems?

- Access to DMV Systems to Register My Car(s)?

- Access to State Systems to Pay my Taxesé?

- Ability to Securely Send Digital Data Securely?
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Healthcare example
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Identity Assurance Levels
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Identity Assurance Escalation
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By implementing and standardizing on PIV-I and CIV, agencies 
experience significant cost-savings and added value.

PIV-I & CIV Streamlines Operations & Reduces Duplication 

Cost-savings from: 
ÅMinimized password resets

ÅReduced infrastructure and hosting 

costs on other credential types

ÅMinimized security breaches

ÅPhasing out duplicative processes and 

IT investments

Added value from: 
ÅMinimized paperwork/manual processes

ÅEnhanced information-sharing

ÅDramatic time reduction & handling 

savings through Digital Signatures 

ÅImproved user-satisfaction with a single 

PIN vs. multiple passwords

Security breach 

remediation Multiple 

password resets

Repeated data entryManual/redundant paperwork

Duplicative 

processes

Distributed  physical security

Extensive IT and 

infrastructure 

costs

In an Administrative Environment

Multiple 

credentials 

needed

Current State in North Carolina


