NC DMV License and Theft Bureau




NC DMV License and Theft Bureau

* Oldest State Law Enforcement Agency
originating in 1921.

* |ts mission is to enforce all State and Federal
laws that regulate motor vehicle operations,
sales, inspection maintenance and auto theft,
and to conduct investigations that prevent
frauds, impositions, and other abuses upon
the citizens of North Carolina.
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Jimmy’s Transformation into Carmen




ldentity Verification




How it works

“Automated fingerprint
identification system”
for faces
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Facial Recognition
Database


http://www.fbi.gov/mostwant/terrorists/terkmohammed.htm
http://www.fbi.gov/mostwant/terrorists/teryasin.htm

Details of FR technology...

Computer software uses biometrics to define
distinguishable landmarks of the face

Facial landmarks are measured and
assigned a numerical value that
represents the “face print”

= Distance between eyes
= Width of nose

= Depth of eye sockets

= Shape of cheek bones
= Location of chin

= Length of the jaw line




Surveillance

Image Quality

Lighting Sharpness

Enrolled Images



Other Problem

Examples

PROBLEM EXPLANATION EXAMPLE
The ideal angle for the

Angle subject is facing the
camera
The image should be

Focus

properly focused to
see the features in the
subject’s face.




Points of Emphasis

Facial recognition is sensitive to environmental
conditions (focus, lighting, picture background)

Requires human interaction to identify a match

An investigative tool, not a means of definitive
identification

Properly used, can help solve cases (including
missing persons cases) and save lives




41 Different Identities

NCDMV’s worst case of identity fraud
41 different synthetic identities

12820013
00.1149014

Whereabouts Unknown. Is believed to be connected to a Nigerian money laundering scam

Identity Unknown




Victim of Identity Theft Mrs. Tyson




Jean Malinowski AKA Mrs. Tyson




Comparison

Mrs. Tyson Mrs. Malinowski




Reason for new identity

> CRIMIE
Boca car-sale fight
pits water vs. bullets

By DARCE WNLLLASWS.OM
STAFF W HITER

A dispute over a for-sale sign on an expen-
sive sport car erupted into gunfire Thursdar
morming at an upscale Bococa Raton condommi-
nivm complex, the Palm Beach County Sher-
iff"s Office reports.

Jean Malinowski, 41, has been charged with
attempited murder after she fired several shots
from a 9mm handgun at her 669-year-old
neighbor, reports said.

The two had exchanged words about Mali-
nowski*s wiolartion of association rules by stor-
ing and advertising cars for sale at the Coach
Houses of Town lace complex off St. An-
drew's Boulevard, reports said.

The nel%hbor. Fanny Helguero, who was
not struck by the gunfire, turmed a water hose
on Malinowski in an attempt to fend off fur-
ther attack, reports said.

Malinowski WAS released Thursday on
$3,000 bail from the Palm Beach County Jail,
officials said.

Helguero, obwviously shaken by the attack,
declined o discuss it Friday except to say, "I
never expected ir.""

But other necighbors sald Malinowski has
been issucd past warmings about using condo-
minium property as a car lot. They cscribed
Malinowskil as being volatile and a problem.

The two women are next-door neighbors,
reports saild. .3
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Search Results

NC scanned the image from the Connecticut license
and enrolled it for facial comparison to images on
NC’s image server
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Counterfeit License

e~ . DRIVER LICEN

RALEIGH, NC 2760

class: C endors:

ssued: 07-09-2004
sex: M ht: 507

birthdate:



Captured Image




Results

STATE OF NORTH CAROLINA

DEPARTMENT OF TRA NSPORTATION
Welcome to }‘jf‘_)g r _agtih e NCDMY Face EXPLORER-IBrowser

__-

PROBE IMAGE SEARCH RESULTS

31917008 29332831 28108544 b2 32152843 40132454 18022584
74991802 0517136 70 198337 793 89761612 89761642 63207062

23215013 32132002 722 21478139
59 094553 65 BR16T4 : B8 BISEE3

21233118 7 32082415 30723003 8282588 21413028
B7 824015 - & a7 708123 BF 587120 a7 587120 a7 407813

1817008
FACEXPDBOD




Captured




Video Images
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Results Continued




Social Media
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Results Continued




|dentification of the unknown




Enrollment
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Results




Zahra Baker




Interview Elisa Baker




Elisa Baker or Dawn Church
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merica’s Most Wanted
ugitive - Jack Allen Poteat
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Comparison

Deputy Cannon Jack Poteat




America’s Most Wanted
Fugitive - Poteat

Florida DL 2000 Florida DL 2006



Photo Progression — AMW Fugitive Capture 1142 — Jack Allen Poteat

Jack Allen Poteat aka Jack Allen Poteat aka
Jack Allen Poteat crre ot
> NCDL 1998 Dwayne Phillip Dwayne Phillip
e Cannon FLDL 2000 Cannon FLDL 2006
AMERICA'S MOST
WANTED :

Jack Allen Poteat aka LA I_’(?teat aka
Dwayne Phillip Cannon LTS Ph".'“.) Cannon_ aka
aka Jonmarc Phillips Jonmarc Phillips Hospital
Post Crash Photo Photo January 28, 2011

January 25, 2011
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Federal Fugitive Corrales
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orales Facial Recognition Results

STATE OF NORTH CAROLINA

DEPARTMENT OF TRANSPORTATION
Welcome to pJCDOTF i) NCDMYV FaceEXPLORER- IBrowser

Image Query Search Criteria m Enlarge Images Enroll Image Log Out

PROBE IMAGE SEARCH RESULTS

=
i
<

Delsts

4 | -
19747762 30988725 18374868 10001467
81.765648 79.852501 79.821587 79.024139

‘33530880 I13373480 32857275 18260204 17404832
78.825500 78.792107 78623947 78.556107 78453728

31076855

Enrolledd
undefined

Delete



Corrales Continued
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Contact information for ID/Fraud
Unit

Inter-State only 1-877-286-6981
Local 919-861-3143

Fax 919-733-2314

DCI Terminal: DME or ORI:
NCDMVO0000

Email idlab@ncdot.gov
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